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GETTING STARTED

Introduction

The PowerLever PROX 9000 Series of door locks are designed to limit and control entry to an area or
premises through the use of a numeric combination (PIN) entered via the keypad and the presentation of
a proximity token (PROX Card). The locks are designed to work in conjunction with the PowerLever PX
PC Software with the intent to use a handheld PDA (Personal Digital Assistant) to transfer information
between the two entities.

Note: For our application, the “handheld PDA” will be referred to as the M-Unit since its primary
function is to perform Maintenance at the lock.

System Components

l. Locks

ll. PROX Cards & PROX Card Reader/Enroller®
* PROX Card Reader/Enroller recommended but not required.

lll. PC & PowerlLever PX Software

IV. M-Unit & LockCom PX Software

l. Locks

The PowerLever PROX 9000 Series of door locks are standalone locks whose primary function is to grant
access when users enter a valid PIN via the keypad and present a valid PROX Card to the PROX Reader
on the lock. The PowerLever PROX 9000 Series is an advanced design electronic lock that operates
using internally-generated power, “PowerStar™ technology”, and includes a microprocessor. A PROX
Reader is imbedded in the face of the lock.
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Lock Modes

A lock can operate in one of 3 different modes:

1. Default Factory Mode

The lock is shipped from the factory in Default Factory Mode and is operational after being installed.
The lock can only be opened with the Default Factory Master User PIN of “12345678.

2. Construction (Temporary Activated) Mode

The lock can be switched from Factory Mode to Construction Mode manually at the lock and can
operate without interfacing with the PowerLever PX Software via the M-Unit. When in Construction
Mode, PROX Cards can be enrolled for access to the lock for a maximum of 50 users. The lock can
only be opened via the presentation of the PROX Card, although the Master User PIN is also
authorized to open the lock in this mode.

3. Activated Mode

When lock and lock user data is defined at the PC using the PowerLever PX Software and then
uploaded to the lock via the M-Unit, the lock is considered to be in Activated Mode. When in Activated
Mode, the default method of lock access is PIN and PROX Card, but access can also be set to require
only a PIN or only a PROX Card.

Note: If you would like to operate a lock in Construction Mode before putting it in Activated Mode
via the PC software, refer to the Construction Mode Operations sheet that was shipped
with the lock.

Lock Access Methods

A lock can be accessed using one of three different access methods. The lock can be set up to require
different access methods for different users or for the same user operating the lock on different access
schedules.

PIN & PROX Card

The entry of a valid PIN and the presentation of a valid associated PROX Card are required to access
the lock. This is identified as “dual credential” access.

PROX Card Only
Only the presentation of a valid PROX Card is required to access the lock.

PIN Only
The entry of a valid PIN via the lock keypad will grant access to the lock.
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Lock Operation

The PowerlLever lock is designed to operate using internally-generated power. The self-contained
PowerStar generator is triggered by depressing the outside lever. Each 67-degree open and 67-degree
restore rotation of the lever constitutes a charging cycle. A door open operation will require only one
charging cycle if the period of door lever inactivity does not exceed a weekend (approximately 65 hours)
when operating at normal room temperature. Periods of non-use beyond a weekend will require two
charging cycles for a door open operation. One simultaneous flash of the green and red LEDs accompa-
nied by a low volume beep indicates that the lock is powered. Each additional depression of the lever will
result in this same response.

A monitor will provide audio and visual cues to the user when lock power drops below a sufficient level
for operation. The lock will continually beep and flash the red LED, prompting the user to depress the
outside lever to provide additional power. If the lever is not depressed within 5 seconds, the lock will
power down.

To Open Lock in Default Factory Mode

The lock is shipped from the factory in Default Factory Mode and is operational after being installed.
The lock can be opened with the Default Factory Master User PIN of “12345678”.

To Open Lock in Construction (Temporary) Mode

In this mode, the lock can be opened using the Master User PIN or it can be opened by Access Users
who have had a PROX Card enrolled at the lock.

To Open Lock in Activated Mode
In this mode, the lock can be opened by personnel as defined in the PC system software.

The following conventions apply to the operation of the lock:

*  Once the lock is powered, you must enter a valid PIN (combination) or present a valid PROX Card
within 10 seconds.

* Ifalock and user are set up for PIN and PROX access, the user has a maximum of 5 seconds after
entering a valid PIN to present the PROX Card.

 The PROX Reader is located on the front of the lock just below the keypad. When presenting a PROX
Card, place a flat side of the card on or near the PROX Reader.

* To clear any uncompleted keypad entry, press the C (Clear) key. This will clear any input that was
entered since the last accepted input (as indicated by 2 flashes of the green LED along with 2
beeps).
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Lock Responses

To initiate a lock operation other than opening the lock, you must:

1)  Power the lock.
2) If PIN is required, enter a valid PIN.
3) If PROX Card is required, present a valid PROX Card.

4) Before re-lock, press (Enter) followed by the 3-digit command code for the lock operation.
For example to change the Default Factory Master User PIN, you would press and then

000.

When performing multiple passes within an operation for multiple access users, the key is used
as a terminator for the operation.

The tables below summarize how the red and green LEDs are flashed individually, simultaneously, or in
combination to indicate various conditions. Each LED flash is accompanied by a beep for audio rein-

forcement.

Flashes Green LED Red LED

Continuous Present PROX Card Low Power
1 Keystroke Entry
2 Input Accepted/DST Activated General Error
3 Lock Ready to Open/PROX Added Manually Bad Attempt to Open
4 Standard Time Activated

Flashes Green / Red Sequence Simultaneous Green-Red

Continuous Download in Progress
1 “C” Key Depression Lock Powered
2 Device Error ** Procedure End; Re-lock or Tamper Shutdown

Time Expired

Contact PowerlLever Technical Support for assistance.

One simultaneous flash of the green and red LEDs accompanied by a beep indicates that the lock is

powered.

When power drops below a sufficient level for operation, the lock will continually beep and flash the
red LED. At this point, the operator has 5 seconds in which to regenerate power to a sufficient level
before the lock will systematically shutdown. To regenerate power, depress the outside lever fully
and then release it.
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*  After each accepted step of an operation, two flashes of the green LED display and two beeps
sound, prompting you to enter additional information for the next step of the operation. The User
must wait for these prompts before proceeding.

*  After you have completed all the steps of an operation, two simultaneous flashes of the green and
red LED display and two beeps sound if the operation is successful. Two red flashes display and two
beeps sound if the operation is unsuccessful, and you will need to re-key the operation which
caused the error.

II. PROX Cards & PROX Card Reader/Enroller*

*PROX Card Reader/Enroller recommended but not required.

The PowerLever 9000 Series of door locks supports HID PROX Card access as a method of lock entry for
users. PROX Cards can be enrolled for users via the PROX Reader on the lock when operating in
Construction Mode. When preparing for operation of the locks in Activated Mode, PROX Cards can be
enrolled for users at the PC via the pcProx™ RFIDeas Card Reader/Enroller or through manual batch
entry.

Note: The PowerLever PROX 9000 Series door lock supports HID formats from 26 bits up to 84
bits.

lll. PC & PowerLever PX Software

The PowerlLever PX Software is installed on the PC and allows you to manage your door locks and the
associated user data from the PC, while also offering audit and reporting capabilities.

IV. M-Unit & LockCom PX Software

The LockCom PX Software is installed on the M-Unit (handheld PDA) and allows for upload and down-
load of data to and from the lock. It also allows for download of User Table and lock Audit data from the
lock to use for reporting purposes at the PC.
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System Definitions

PC System Personnel Classifications
There is only one type of personnel who uses and operates the PC software.

*  Operator - An Operator must be added to the PowerLever PX PC System in order to operate the
software. When an Operator is added to the system, a Logon Password must also be established. A
maximum of 10 operators can be added to the System. All operators have access to all functions of
the PowerLever PX Software.

PINs

A Variable Length PIN (combination) is a feature of the PowerLever PX System. The PIN can be 4-8 digits
in length. Regardless of the PIN length, a PIN will always be unique to a given user. The length of a PIN
defaults to 4 digits except for the Master User PIN and the Manager User PIN which are always 8
digits in length. The default length of the PIN can be changed during the system setup at the PC.

Sites

A site represents a physical location. In the PowerLever PX System, it is the top level of the hierarchy to
manage doors/locks. Multiple doors can be assigned to a single site. A maximum of 999 sites can be
defined in the system.

Access Schedules

An access schedule is a defined time period during the span of a week in which users can be granted
access to a door. The access schedules are defined by managerial personnel using the PowerLever PX
Software at the PC. Schedules are defined by selecting the days of the week that the schedule is active
and specifying the start time and end time of the schedule for the days specified. A descriptive schedule
name can be assigned to each schedule. Once defined, access schedules can be assigned to a door in
the Maintain Doors area of the software. An access schedule can be assigned to multiple doors. A
maximum of 16 access schedules can be assigned to a single door.

When defining your access schedules, you will select the days of the week that apply for your access
schedule and the time period within each of those days for which access to the door is needed. When
assigning an access schedule to a door, you will also define the access method required for that door
(i.e., PIN & PROX, PIN only, or PROX only) during the time defined by the access schedule. Keep in mind
that the time frames in the access schedules assigned to a single door cannot overlap due to this factor.
One access schedule may be defined to only require a PROX Card for a certain time frame. Another
access schedule may require a PIN & PROX for part of the same time frame. If you tried to assign both of
the schedules to the door, the system would not be able to determine which type of access method is
required during the time that the 2 access schedules overlap.

If you have a need for periods of time where access for certain groups of users overlaps partially, you will
need to break those time periods into separate access schedules. An access schedule also cannot
bridge a time period over 2 days. If you have an access schedule that needs to start before midnight and
end after midnight, you must set this up as 2 separate access schedules.
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Example:

During the week | have 3 shifts at my company:

1st Shift - 7:00 a.m. to 3:00 p.m.

2nd Shift - 3:00 p.m.-11:00 p.m.

3rd Shift - 11:00 p.m.-7:00 a.m.
| want the 1st shift people to be able to come in as early as 6:30 a.m. even though their shift does not
actually start until 7:00 a.m. 2nd shift starts at 3:00 p.m., but | want to allow the 2nd shift people access as
early as 2:30 p.m. 3rd shift runs from 11:00 p.m. to 7:00 a.m. and | want to allow those employees access

as early as 10:30 p.m. Therefore, the 3 main work shifts need to be defined in 7 different access schedules
as shown below. The access schedules must be defined over the course of a 24 hour day as follows:

12:00 a.m.-6:30 a.m. - 2nd Part of 3rd shift
6:30 a.m.-7:00 a.m. - 3rd & 1st shift overlap
7:00 a.m.-2:30 p.m. - 1st shift

2:30 p.m.-3:00 p.m. - 1st & 2nd shift overlap
3:00 p.m.-10:30 p.m. - 2nd shift

10:30 p.-m.-11:00 p.m.- 2nd & 3rd shift overlap
11:00 p.m-12:00 p.m. - 1st Part of 3rd shift

By default, Access Users and M-Unit Users are not granted any access to the lock. An access schedule
must be assigned to these types of users during the process of defining a door under the Maintain Doors
area of the software. Access schedules can also be assigned to Manager Users, although by default they
have 24/7 access. When in the Maintain Doors screen, select the Users option to assign users to the door.
Once a user is assigned to the door, access schedule(s) for that user and door must also be assigned.
Users can be assigned multiple access schedules for a door. You can choose from the access schedules
that have been previously defined for the door, which means that the maximum number of access
schedules that can be assigned to a user for a particular door is the number of access schedules defined
for the door.

Holidays/Vacations

A Holiday/Vacation Template is a defined time period during which users will NOT be granted access to
a door. By default there will be no access allowed to a door/lock during a defined holiday/vacation period
except for Service Users, Manager Users, and the Master User. A maximum of 32 holiday/vacation
periods can be defined in the system.

Service Window

A Service Window is a time period (from 1 to 45 days) during which a Service User is granted access to
a door/lock. By default a Service User is not granted any access to a door/lock. A Service Window must be
assigned to a Service User during the process of defining a door under the Maintain Doors area of the
software.
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Lock User Personnel Classifications

Up to five different types of users can perform various operations at the lock:

* Master User - The Master User is the top-level manager who performs the initial lock setup activities
and can program all lock functions. The Master User PIN is always 8 digits long and will open the
lock. A default Master User PIN must be set for all doors in the system at the time of the initial logon
to the PowerLever PX Software. There is a maximum of one Master User per lock. Alternate Master
User PINs can be assigned to individual sites via the Change System Settings option under System
Setup. At that time you also have the option to assign a PROX Card to a Master User.

* Manager User - A Manager User is a second-tier administrator who can program all lock functions
specified in the table on the following page. A Manager User PIN will always be 8 digits long and will
open the lock. Manager Users are added at the PC and then uploaded into the lock by the M-Unit.
The number of Manager Users is limited to 10. By default a Manager User assigned to a door will
have 24/7 access and will be required to enter a PIN and present a PROX Card for access to the door.
The default access method for a particular door may be changed to PIN only or Card only when
access schedules are assigned to the door. Access schedules can be assigned to Manager Users
and these access schedules will override the Manager Users’s default access. Manager User ac-
cess however is not affected by defined Holiday/Vacation periods or by Lockout Mode.

* Access User - A user who has the ability to open locks. Users are added at the PC and then
uploaded into the lock via the M-Unit. The number of Access Users is limited only by available user
table space. Access users can NOT take audits. Access schedules and defined Holiday/Vacation
periods control an Access User’s access to a door.

*  M-Unit User - An M-Unit User will not have access to open any of the locks. The M-Unit User simply
serves the purpose of performing maintenance on the locks and performing lock programming and/
or lock auditing via the M-Unit. M-Unit Users are added at the PC as a PIN and PROX Card User, and
then are uploaded into the lock by the M-Unit. Access schedules and defined Holiday/Vacation
periods control an M-Unit User’s access to program or audit the door.

+  Service User - A Service User has authorization to access a lock for a specified period of time (from
1 hour to 45 days) using only a PIN. The number of Service Users per lock is limited to 10. Each
Service User PIN is automatically deleted after its end time. The Service User’s access can be
programmed to start at a future date and be active for a defined period prior to the Service User PIN
being disabled. Service Users are added at the PC and then uploaded into the lock by the M-Unit.
Service Users are not affected by Access schedules or by defined Holiday/Vacation periods.

8 Getting Started Guide Document Number 484.093 Rev. A - 08/04



Activity

Master
User

Manager
User

Access
User

Service
User

M-Unit
User

Operator
at

PC

Change Master User PIN

Add PROX Only Access Users in
Construction Mode

Select User PIN Length

Set Relock Time/Wrong Try Limit

Open Lock

Set Lock Date & Time

DST Toggle

Enable Passage Mode

Disable Passage Mode

Enable/Disable Manager User

Enable/Disable Access User

Retrieve Audit Records

User Table Download from Lock

User Table Upload from PC

Load Configuration Defaults

Delete All Users

Factory Default Reset
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The PowerLever PX System Program Package

The PowerLever PX System implementation package includes:
*  PowerlLever PX System Installation CD
*  Universal Communication Module (Includes HotSync Cable)
+ PROXCard
*  PowerlLever PX System Getting Started Guide
*  PowerlLever PX System Quick Reference Guide
*  PowerlLever PX System Reference Manual (Included on Install CD in electronic format)
*  Quick Reference Cards (Included on Install CD in electronic format)

If you are missing any of the above items, contact Customer Service.

System Requirements

To use the PowerLever PX System program, the following hardware and software minimum require-
ments are recommended:

* IBM compatible PC (Pentium Il or greater) capable of running Windows with an available USB
or serial port for a Palm cradle or a HotSync cable.

Note: An RFldeas pcProx Reader can be ordered with your system. This addition to the system
makes it convenient to enroll/assign PROX Cards to users. It can also be used to read and
verify a user’s “lost & found” card. However, it is not required if all of your PROX Cards are
standard 26 bit wiegand format. A USB port is required at the PC if using the PROX Reader.

»  Screen area resolution capability of 1024 x 768 pixels

+ CD-ROM Drive, CDRW drive for backing up data base

» Hard Disk Drive with at least 20 megabytes of disk free space

¢ Minimum system memory is 128MB or as recommended by operating system

+  Windows ‘98 Second Edition, Windows 2000 Professional (Service Pack 4 or greater), or Win-
dows XP Professional (Service Pack 1 or 1a)
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Note: The screens shown in the PowerlLever PX manuals were captured on a Windows ‘98
system. If your PC is running under a different operating system, your screens may look
slightly different.

*  Palm PDA running OS 4.0 or higher with a 16 pin universal connector. See the latest list of
compatible PDAs on the PowerLever PROX web site: www.powerleverprox.com

* A Palm Cradle or a HotSync Cabile is required to connect the Palm to the PC.

Palm PDA (M-Unit) Setup

Prior to installing the PowerLever PX System, you should review the “Getting Started” information in the
Basic Handbook for the Palm™ Organizer, become acquainted with basic Palm PDA operation, and set
up your Palm Desktop software.

At this time you should also physically install the Palm Cradle (or HotSync Cable) for the Palm by
attaching it to your PC. You will also need to install the associated driver for the devices. You will be
prompted by the system to install the device driver.

1. Locate the Palm Cradle (or HotSync Cable) that was included with your Palm Unit and plug it
into a USB port (or serial port) on your PC.

2. Install the device driver for the Palm Cradle supplied by the Palm vendor.

PROX Card Reader Installation

If you are using a PROX Card Reader with the system, you should at this time attach it to the PC. You will
also need to install the associated driver for the device. You will be prompted by the system to install the
device driver.

1. Plug the pcProx RFIDeas PROX Card Reader it into a USB port on your PC.

2. Install the device driver for the Card Reader.
After installing the Palm Cradle (or HotSync Cable) and the PROX Reader, you are ready to install the

Palm Desktop Software, the PowerLever PX Software, the LockCom PX Software, and begin system
setup.
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PowerLever PX Software Installation

Complete the following steps to install the PowerLever PX Software:

1.

2.

6.

Check the PC date and time to ensure accuracy. Adjust, if necessary, before proceeding.

Check your System Display Settings under the Display option on the Control Panel. If the
Screen Area is not already set to 1024 x 768 pixels, change the setting and save it.

Insert the PowerLever PX Install CD into the appropriate drive of the PC.

If you have AutoRun activated on your PC system, go to Step 7. Otherwise continue by selecting
the Start icon in the lower left of the Windows screen.

Next select the Run icon from the Windows menu. The Run Window will be displayed. If neces-
sary, change the path to point to the drive being used to install the software.

Run EE

Type the name of & pragram, folder, docurment, or [nternet
rezource, ahd Windows will open it for o,

Open:

-

k. Cancel Browsze. .. |

Click on the OK button.

The PowerLever PX Software Installation Browser is loaded and the Main Menu of the Browser is
displayed.

12
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PowerLever® PX
Version 1.0

Install Powerl ever® PX Software

ct Documentation

.Contact Us

= Get in touch with us directly.

7. Select the Install PowerLever® PX Software menu item.

The Install PowerLever® PX Software browser menu is displayed.
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Install PowerlLever® PX Software

«:Install Powerl ever® PX

has not alrea
Documentation and n the appropriate
buttan.

8. Select the Install PowerLever® PX menu item.

A message window will display indicating that the InstallShield Wizard is being started. The InstallShield
Wizard will guide you through the software set up and installation.

The PowerLever PX Program will be added to the Windows Program Menu Folder and a menu item will
be generated for PowerLever® PX. Within the PowerLever PX menu, there will be several available
system options as follows:

Install LockCom PX on Palm Organizer
PowerLever PX Help

PowerLever PX

Install Palm HotSync PROX Conduit
Uninstall Palm HotSync PROX Conduit

The InstallShield Wizard Complete screen is displayed. This indicates that the program installation is
complete.
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PowerLever® PX - Inztall5hield Wizard |

InztallShield Wizard Complete

The InstallShield ‘Wizard has succeszsfully installed
PowerLever® Fx. Click Finizh to exit the wizard.

% Banh

[Eatie] |

12. Click on the Finish button to exit the InstallShield Wizard.

If Program Did Not Install Successfully

If for some reason the program did not install successfully, you must remove (uninstall) any portion of the
program that did install, before trying to install the software again. Go to the system Control Panel to Add/
Remove Programs. During the Uninstall process, an InstallShield window will appear indicating that the
HotSync Manager should be closed if it is currently active on the system.

Powerl ever® PX - InstallShield Wizard |

If the HotSync b anager icon iz prezent in the aystem tray. right click on it and select Exit to close the HotSync b anager
befare continuing.
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You can determine if the HotSync Manager is active by looking to see if the HotSync icon (;j is visible in

the system tray at the bottom right hand corner of your PC display.

(BB OI 0B e

1. If HotSync is active, right click on the HotSync icon and then select Exit from the menu.

The Exit HotSync Manager window will appear.

Exit HotSync Manager |

@ Exiting HotSync Manager will dizable thiz feature. v'ou can start the
HuotSenc Manager again from the Palm Desktop program group on the

Start mer.

Are pou zure pou want ko exit HotSyne tManager?

[T Don't azk this question again

2. Click on Yes.

The icon should disappear from the system tray.

Install LockCom PX

The PowerLever PX Software has now been installed and the required files for the LockCom PX Software
have been copied to the PC. We must now install the LockCom PX Software on the M-Unit (Palm PDA).

Complete the following steps to install LockCom PX:

1. Select the Start icon from the Windows task bar.

2. Select the Programs menu item.

3. Select the PowerLever® PX menu item.
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U Inztall LackCam P on Palm Organizer
@ FPowerLewver F Help
@ PowerLever P
D Inztall Falm HotSync Prox Conduit
b U Uninztall Falm HatSene Pros Conduit

4. From the PowerlLever PX Menu, select the Install LockCom PX on Palm Organizer icon.

D Inztall LockCom Fe on Palm Organizer
@' PowerLever P Help

FPowerLever Fid

Inztall Palm HotSync Prox Conduit

Uninztall Palm HotSyne Prox Conduit

The Palm Quick Install screen is displayed followed by the Confirm Add window.

Confirm Add ]|

ﬁ The follawing files will be placed on your handheld and.or
| expangion card during the nest HatSync operation.

User: |Juliahd125 =l
Filez to Install:
M arme | D eztination
LockComP#. prc Hardheld

[T Do not show thiz dislog again

Cancel Help

5. Click on OK.
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The Palm Quick Install screen is redisplayed indicating that the LockCom PX Software is ready to be
transferred to the M-Unit.

43 Palm Quick Install
Fil= Edit “iew Help

User: |Julia125 =l

Sizel Tvpe

Properties

M arme: LockComP. pro
Size 2280 KR
Type: Falm Application

Collectiar:

< | Feady for HotSpnc® operation

D Expanzion Card:

M ame

| Sizel Tvpe

Additional Info

Drrag filez here for installation to expansion card
Mo additional information far this iterm

Bemowve Hide Detailz |

Miem 2250KE 4

6. Select the Exit option from the File Menu.
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43 Palm Quick Install Ol %]
l File Edit iew Help
Add Filez...  Chl+0 _
Add Folder.. Clil+F User: [Juiiah125 B

Size | Type

| v

Properties

t arne: LockComPr. pr
Size: 2280 KR

Type: Falm Application
Collection:

4] I ]

D Expansion Card:

M ame I Size I Type

Ready for HotSync® operation

Additional Info
Drag files bere for inztallation to expanzion card

Mo additional information for thiz ikem

4] | |
Add... Hemove Hide Detailz |
Cluit the application; prompts to save documents |'| itern, 22 50 KB A

An information window is displayed to indicate that the listed files will be installed during your next
HotSync operation.

Palm Quick Install X |

@ The lizted file(z] will be inztalled during your next HatSpnc®
operation.

[T Do rot show this dislog again

The program files that are required for the M-Unit to program and audit a PowerLever PROX 9000 Series
lock have now been prepared for transfer to the M-Unit. After you connect the M-Unit to your PC and
perform a “HotSync” operation, the LockCom PX program files will be transferred from the PC to the M-
Unit and the LockCom PX Software will automatically be installed there.

9. Ensure that the M-Unit is placed correctly into the cradle or is connected via the HotSync cable
and turn on the M-Unit.
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10. Ensure that the HotSync Manger is active by checking to see if the HotSync icon is visible in the
system tray. If not active, load the HotSync Manager per the Palm Desktop instructions.

11. Tap on the HotSync icon from the Palm Main Menu or press the HotSync button on the cradle.

If you tapped on the HotSync icon from the Palm Main Menu, the HotSync screen will appear. Select the
appropriate parameters for your type of connection to the PC and tap on the HotSync icon to start the
HotSync process.

The HotSync Progress window will be displayed while the PC and M-Unit are communicating and
transferring files .

HotSync Progress |

Statuz:  Inztalling handheld applications

Uzer Juliak125

@ ® &
@i
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12. Once the HotSync operation has completed, tap on the Home icon to return to the Palm Main
Menu. The LockCom PX icon should now be visible on the Palm Main Menu.

You will now be able to program and/or audit the PowerLever PROX 9000 Series locks using the M-Unit
in conjunction with the LockCom PX Software that was just installed.
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Start the PowerLever PX Program

You can start the PowerLever PX Program from the desktop by clicking on the PowerLever PX icon.

m

Powerlever

(=04

If you prefer, you can complete the following steps to start the PowerLever PX Program from the Programs
Menu:

1. Select the Start icon from the Windows task bar.
2. Select the Programs menu item.

4. Select the PowerLever® PX menu item.

Inztall LockCom Fe on Palm Orgarnizer

Powerlever Fe Help
Powerl ever F
Inztall Palm HotSyne Prox Conduit

B Powerlever® P h Uninztall Palm HotSenc Prox Conduit

5. Select the PowerLever PX icon.

Inztall LackCom P on Palm Organizer

Powerlever B Help
Powerlever P

Inztall Palm HotSync Pros Conduit

Bn FPoweilever® P Uninztall Palm HotS yae Pros Conduit

Initial Logon to the PowerLever PX System

The PowerlLever PX Software has now been loaded and is ready for logon to the system. The Log on to
PowerlLever PX system screen will be displayed.

1. Select the default Operator Name of “kaba” from the drop down list or enter it on the first line.

2. Tab to the second line and enter the default Password of “kaba”. Note that the Password will not
be displayed as it is typed.
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Log on to PowerLever P system |

© Log on PowerLever PX

Powerlever® P
Copyright 2 2003-2004 K.aba Maz Corporation

Operator M arme; Ikaba j

Pazsword: I““““

] LCancel | Help |

Note: The default Operator Name (“kaba”) and Password (“kaba”) will only be used for the initial
logon to the PowerlLever PX Software.

3. Click on OK to proceed.

A message window is displayed indicating that a new Logon ID must be created for the PowerLever PX
System.

Powerl ever P Door System |

@ & new logon 1D must now be generated.

4. Click on OK to proceed.
The Make New Operator screen is displayed. A new operator must be created at this time.

5. Enter a new Operator Name in the first line. An Operator Name can be a maximum of 20
characters in length. Operator Name is case-sensitive.
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6. Tab to the second line and enter the Password for the new Operator Name. The Password must
be at least six but no more than ten characters. Password is case-sensitive.

7. Tab to the third line and re-enter the same Password to verify it.

Make Mew Operator |

‘_;--,:: Make New Operator

Operator Mame for New Operatar

IKaI:uaEI perl

Faszword for Mew Operatar

Ixxxxxxxx

Wernfy Pagsword for Mew Operatar

Ixxxxxx31

The logon password must be at least sis
but no mare than ten characters lang.

ok LCancel Help

Note: Be sure to make a note of the Logon Password that was specified. If it is lost, you will
have to reinstall your PowerLever PX Software and all lock data will be lost. It is recom-
mended that you create another operator for the system so that you have more than
one entry path into the system.

8. Click on OK.

The Enter Default Master window is displayed. At this time, you must choose a default Master User
PIN that will be applied to all locks in the system.

9. To choose a default Master User PIN for all locks, enter the PIN in the first line. It must be 8 digits
long.

10. Tab to the next line and verify the default Master User PIN by entering the PIN again.
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Enter Default Master PIN |

'{ Enter Default Master

b azter PIM: I??553311

Werify b azter PIM: I??55331 1]

ak.

Cancel

Note: Be sure to record the default Master User PIN that was specified.

11. Click on OK.
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Main Menu

The Main Menu is displayed. This is the beginning menu for the PowerLever PX Program and it provides
access to all functions.

Q Powerlever P =] |

File Sites Accesz Schedules Holidays/Yacation: Ugzers Doore Program  Audit Beport Swetem Setup Help

Powerlever P Door System MU

Menu Bar & Toolbar

The Menu Bar displays the available menu options. These options are also available from the Toolbar.
The Toolbar is located directly below the Menu Bar and displays the icons for the Menu Bar options. You
can select an icon on the toolbar by positioning the mouse pointer on the icon and clicking the left mouse
button one time. The menus available from the PowerLever PX menu bar are listed as follows, and the
corresponding Toolbar icon (if applicable) is located to the left of each menu description:
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% Backup

Restare from Backup

Export Usgers ...

Backup/Restore Files, Import/Export Users or Exit Software
Impoart Ulzers

E xit

From this area of the software, you can backup data files and restore them if necessary, import and
export lists of users, and exit the software program.

Sites

| Sites
Eﬁ.‘ | % b Sites Add or Maintain Sites

This menu option allows the operator to add new sites or to change or delete existing sites.

Access Schedules

| dccess Schedules
| % T T I Add or Maintain Access Schedules

This menu option allows the Operator to define new access schedules or change or delete existing
access schedules. An access schedule is a defined time period during the span of a week in which
users can be granted access to the door.

Holidays/Vacations

| Holidays W acations

| Holiday/vacation Template . l Add or Maintain Holiday/Vacation Schedules

This menu option allows the Operator to set up holidays and vacation schedules or change or delete
existing holiday and vacation schedules. When a Holiday/Vacation period (one day or a consecutive
block of days) is assigned to a door, the door will NOT grant access to Access Users or M-Unit Users
during that period.
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Users

| Idzers

| LE Maintain Users I Add or Maintain Users & Assign PROX Cards/PINs

This menu option is available for adding and maintaining users and their associated PROX Cards/
PINs. You can Enroll new users, assign a PROX Card to each user, change user information/as-
signhed PROX Card, or you can delete existing users and the PROX Cards/PINs that had been
assigned to them.

Doors

Doors o
ﬂ : L} Maintain Doors .. Add or Maintain Doors

This menu option allows the Operator to define new doors, maintain doors and delete existing doors.
Once the doors are defined, the Operator can also assign the users who have access to the doors
along with the access type, access schedules, and holiday/vacation periods for each user assigned
to a door. During this process, the setup data is also prepared to be uploaded to a door/lock.

Program

Program

E,gI | L}Send e e e e l Send Door Setup Data to Lock via M-Unit

This area of the software is only available when system data that affects door(s)/lock(s) has been
changed. A list of locks affected by system data changes is displayed. From that list, you can prepare
files for upload to the lock(s). Once data has been prepared for upload, the data needs to be
transferred (HotSync’d) to the M-Unit so that it can then be used to program the lock(s).

Audit

| Audit
ggl | [\} P e | Receive Door Data from Lock via M-Unit

This area of the software is only available when new data has been received from a door/lock via the
M-Unit for reporting purposes. The data will then be available for viewing or printing as a report.

REFORT

| Beport

| Repartz .

I View or Print Reports

This menu option allows the operator to generate reports from the PowerLever PX System data. If
data has also been received from a door/lock, the Operator can also select an option to generate a
report from that data.
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System Setup

| ‘Sgstem Setup

Change Operator Password
M ake Mew Operator Logon ...
Delete Operatar .

Change System Seftings ... Define or Maintain System Settings & Data
= Change DST Settings ...

Archive PC Achivity Log

From this area of the software, an Operator can set up and maintain all system information (i.e.,
Wiegand bit format for PROX Cards, User PIN length, etc. ) New Operators can be added to the
system, or the passwords for existing Operators can be changed. System Settings are maintained
from here and should be addressed at System startup. PC System activity data can also be archived
from this menu.

Help

Help

. -% T able of Contents
System Help

About Powerl ever B Doar Syatem

From this menu option, an Operator can: 1) Access the online system help information, or 2) Display
the PowerlLever PX basic program information, version number and copyright.
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Prepare System for Operation

The following activities must be performed to prepare the PowerLever PX System for normal operation
and to report on lock activities.

I. Make New Operators

Il. Define System Settings

lll. Add Sites

IV. Define Access Schedules

V. Define Holidays/Vacations

VI. Define Users & Assign PROX Cards/PINs
VII. Define Doors & Access

VIIl.Program Lock Via Upload of Data from PC
IX. Open Door

X. Download Data from Lock to View/Print
Xl. View/Print Reports

The following sections of the manual will assist you in performing these activities. Once you have com-
pleted the actions outlined in the Getting Started Guide, please refer to the PowerLever PROX 9000
Series Reference Manual (Document # 485.093), found on the PowerLever PX Software Installation
CD, for more information on each of these and other system functions.

To Print the PowerLever PROX 9000 Series Reference Manual:

1. Insert the PowerlLever PX Install CD into the appropriate drive of the PC.

2. If you have AutoRun activated on your PC system, go to Step 5. Otherwise continue by selecting
the Start icon in the lower left of the Windows screen.

3. Next select the Run icon from the Windows menu. The Run Window will be displayed. If neces-
sary, change the path to point to the drive being used to install the software.
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Run |

Type the name of a prograr, folder, document, or Inkernet
regource, and Windows will oper it for oo,

-l

k. Cancel Browse... |

4. Click on the OK button.

The PowerlLever PX Software Installation Browser is loaded and the Main Menu of the Browser is
displayed.

PowerLever® PX

Version 1.0

Ingstall Powerl ever® PX Software

o+ Preduct Documentation

o eentact Us

= Install PowerLeve
= et in touch with us G

5. Select the Product Documentation menu item.

The PowerLever PX Software browser menu is displayed.
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Product Documentation

+Install Adobe® Reader®

o oinstallation Guide

Construction Mode Operations

o+ 28Mting Started Guide

o Reference Manual

Suick Reference Documents

6. If you do not already have the latest version of Adobe® Reader® installed on your system, select
the Install Adobe® Reader® menu item to install the Adobe software.

7. Selectthe PowerLever PROX 9000 Series Reference Manual menu item to load the PowerlLever
PROX 9000 Series Reference Manual in PDF format using the Adobe Reader.

8. Select Print from the File Menu to Print the document.

Note: If your printer has duplexing capability, you may want to select that as a Print option for the
Reference Manual.

Quick Reference Cards for Access Users, Service Users, and M-Unit Users are also found in PDF
format on the PowerlLever PX Software Installation CD. These cards serve as “Quick Reference” for lock
operations. On the Service User Quick Reference Cards, a place is also made available to write down the
Service User’'s combination when it is issued. The Quick Reference cards can be printed on Avery®
perforated card stock for Template 5390™.
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I. Make New Operators
Before proceeding with system operation, you should create a minimum of one other operator.

1.  From the System Setup Menu, select Make New Operator.
The Make New Operator screen is displayed.

2. Enter a new Operator Name in the first line. An Operator Name can be a maximum of 20
characters in length. Operator Name is case-sensitive.

3. Tab to the second line and enter the Password for the new Operator Name. The Password must
be at least six but no more than ten characters. Password is case-sensitive.

4. Tab to the third line and re-enter the same Password to verify it.

Make New Dperator |

] j"'i: Make New Operator

Operatar M ame far Mew Operatar

IKaI:uaEI perd

Pazsword far Wew Operatar

I EEEEE T

Yerify Pazsward for Mew Operator

I EEEEE T

The logon paszwaord must be at least sis
but no more than ten characters long,

k. Cancel Help

5. Click on OK to add the new operator.
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Define System Settings

Before proceeding with system operation, you must define the System Settings.

1.  From the System Setup Menu, select Change System Settings.

The Change System Settings screen is displayed.

Change System Settings

— Cugtom Figld Titles

Cioor Mame Field Title: IDDDr Mame

Diaor Location Field Title: IDDDr Location

System Setup Menu

—*iegand Bit Farmat for Prox Cards
¥ Standard Fomat [26-Bit]

[T Other Format [27 to 84-Bit]

— Enter M azter PIN
MasterPIN: [ veiyPIN]
Site Agzociation; I j
Azzign Card I Delete Card |

— D1ate Formatting

[T European Date Format
(DD b bl ATETY]

— Default Sort Method far Listing Doors

Default Sart Method: % Sort by Lock Serial Mumber
= Sort by Door Mame

— zer PIM Length far Lock

“& (5 g 7 8

— Default Path for Backup

IE:'xF'ngram Filez\k abatPowerLeverF\Backup Browze
— Default Path far Reports

IE:'xF'n:ugram Filez\k abatPowerLeverlF-\Repartz Browze

Aocept Cancel

Help

2. On the top right hand side of the screen, select the appropriate Wiegand Bit Format for PROX
Cards that you will be using in your system. The default selected value is Standard Format (26

Bits).

3. Toward the bottom right hand side of the screen, select the appropriate User PIN Length for
Lock that you will be using in your system. The default selected value is a PIN length of 4.
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4. If you wish to update the default Master User PIN for the system, select Change Master Default
from the Site Association dropdown menu and then entering a new Master User PIN and a
verification of the new PIN.

Note: Once sites have been added to the system, you can assign a specific Master User PIN and
PROX Card (optional) to a specific site.

5. If you wish to change the Default Path for Backup, enter the new path in the field. The default path
is C:\Program Files\Kaba\PowerLeverPX\Backup. Do not leave this field blank.

6. If you wish to change the Default Path for Reports, enter the new path in the field. The default
path is C:\Program Files\Kaba\PowerLeverPX\Reports. Do not leave this field blank.

7. Change any other System Settings required for your system. For more detailed explanation of
the available fields, see the PowerLever PROX 9000 Series Reference Manual.

8. Click on Accept.

A prompt window will appear asking if all desired changes have been made.

Powerl ever P Door System |

@ The system settings have been changed successfully. Have all desired changes been made?

9. If no further changes are required, click on Yes to return to the Main Menu.
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lll. Add Sites

Before proceeding with system operation, you need to add the sites to your PC system. A minimum of one
site must be defined.

1. From the Sites Menu, select Add Sites.
The Enter Site Infomation screen is displayed.

2. Enter a new Site ID in the first line. A Site ID is a 3 digit identifier for a site.

Note: Ifless than 3 digits are entered for the Site ID, it will be padded with O’s to the left.

3. Enter a Site Name to coordinate with the Site ID. A Site Name can be a maximum of 20 charac-
ters and may include special characters and spaces.

Enter Site Information |

Sites Menu

Pleaze enter appropriate information to add a site to the syztem. Site 1D
must be 3 digits and Site Name can be no more than 20 characters. To
delete a zite from the database, select the zite name frorm the driopdown
lizt and select "Delete".

Sike [D:——————— Site Mame:

om - IMain Comples j

Add Change | Delete | Clear | [lone |

4. Click on Add to add the site to the PC system.

Note: Once added, a site can be seen in the Site ID dropdown list.
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A message window is displayed indicating that the Site was added.

PowerLever PX Door System |

@ The zite waz added to the databaze successfully.

5. Click on OK to continue.

6. Continue to repeat Steps 2 through 4 until you have finished adding sites. Once finished, click
on Done to return to the Main Menu.

Note: Additional sites can be added at a later time.
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IV. Define Access Schedules

Before proceeding with system operation, you need to define the access schedules that will authorize
lock access.

Caution: Keep in mind when defining your access schedules that the access schedules assigned

to a single door cannot overlap.

1.

From the Access Schedules Menu, select Access Schedules Template.

The Enter Access Schedule Information screen is displayed.

2.

6.

Enter a new Access Schedule Name in the first line. An Access Schedule Name can be a
maximum of 20 characters and may include special characters and spaces.

Select the days of the week to be included in this access schedule.
Select the Start Time for the access schedule.

Select the End Time for the access schedule.

Enter Access Schedule Information |

1 j'_"i: Access Schedules Menu

Enter dezsired &ccess Schedule and select “Add" to enter it into the system. When
all Accessz Schedules have been entered. zelect "Done’’. If an exizting scheduls
iz to be deleted, select the schedule and select "Delste".

Accesz Schedule Mame: IWEEkda}'S j

Sun o Tues Wieds Thurz Fri Sat
[ v v v v v [

Start Time End Time
. =] 3 =
| 7:00 &M - | [E: 00 Ph =
Add | Change Delete | Clear | Done

Click on Add to add the Access Schedule to the PC system.

Getting Started Guide Document Number 484.093 Rev. A - 08/04



A message window is displayed indicating that the Access Schedule was added.

PowerlLever PX Door System |

@ The accesz schedule template was added to the databasze successfully.

7. Click on OK to continue.

8. Continue to repeat Steps 2 through 7 until you have finished adding access schedules. Once
finished, click on Done to return to the Main Menu.

Note: Additional access schedules can be defined at a later time.
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V. Define Holidays/Vacation Schedules

Before proceeding with system operation, you must define the holidays and vacation periods during
which you will restrict lock access.

1. From the Holiday/Vacations Menu, select Holiday/Vacation Template.
The Enter Holiday/Vacation Information screen is displayed.

2. Enter a new Holiday/Vacation Name in the first line. A Holiday/Vacation Name can be a maxi-
mum of 16 characters and may include special characters and spaces.

3. Select the Start Date and Time for the Holiday or Vacation.

Note: 12:00:00 AM indicates midnight or the start of the calendar day.

4. Select the End Date and Time for the Holiday or Vacation.

Enter Holiday/¥acation Information |

@ Holidays/Vacations Menu

Pleaze enter desired holidayvacation and zelect “Add" to enter it into the spstem.
Once all holidays/vacations have been entered, zelect "Done”. To delete a
holidavvacation, select it from dropdown list and select 'Delete",

MOTE: 1200:00AM indicates midnight or start of the calendar day.

HolidayAfacation Name:  |MNew Year's Day j
Start Date and Time | 1/ 1/04 j 12:00 44 ﬁ
End Date and Time | 1/ 2/04 | [1z002M —
Add Change Delete | Clear Done

5. Click on Add to add the Holiday/Vacation period to the PC system.

A message window is displayed indicating that the Access Schedule was added.

Getting Started Guide Document Number 484.093 Rev. A - 08/04



Powerl ever P Door System |

@ The haliday template was added to the database succeszfully,

6. Click on OK to continue.

7. Continue to repeat Steps 2 through 6 until you have finished adding holidays or vacation
periods. Once finished, click on Done to return to the Main Menu.

Note: Additional Holiday/Vacation periods can be defined at a later time.
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VI. Define Users & Assigh PROX Cards/PINs

Before proceeding with system operation, you need to add users to your PC system and assign PROX
Cards/PINs. If you are using the Enroller (PROX Reader) to add users, ensure that it is properly con-
nected before beginning this process.

Note: A red light indicates that the enroller is ready to read a card. A green flash means that it
succesfully read a card.

1.  From the Users Menu, select Maintain Users.

The Maintain Users on System screen is displayed.

Maintain Uzers on Spstem | x|

— Sypstem Settings
MOTE? These are the curent system settings. IF a change iz desired, pleaze make change though the System Setup men.
FIM length iz zet to B digitz
Prow Card iz standard farmat [2E Bite]
O hd ser Y
Last Mame | First Mame I |lzer Tope I Card D
Batch Enroll |
Delete |
Help |
Done |
o | 0

2. Click on Add User to add a new user to the system.

Note: The Batch Enroll button allows the user to perform a multi-user enroll. When this option is
selected, a screen will prompt the user for the Facility ID and the starting and ending PROX
Card IDs. This function is only available when operating under the 26 bit Wiegand card
format. For more details, see the PowerLever PROX 9000 Reference Manual.
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The New PROX User Information screen is displayed.

Note; The User Type defaults to Access User and a predesignated PIN will be shown for the user.

Mew Prox User Information |

Ny '{ New User Information

MOTE: Thiz window allowes the uzer ba scan Prox cards through the Pros
Reader and enter therm inta the system. |F manual entry iz desired, please
chooze the Batch Enrall option.

Laszt name: I

Firzt M ame: I

Uzer Type: I.ﬁ.ccess j

Liser PIN: {51765

Card ID: |

ok LCancel

3. Enter the Last Name of the user in the first line.
4. Enter the First Name of the user in the second line.

5. If you would like to add a User Type other than an Access User, click on the dropdown list for
User Type and select the User Type for the user being added to the system.
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Mew Prox User Information |

(R
Iy '{ New User Information

MOTE: Thiz window allows the uzer bo scan Pros cards through the Pros
Reader and enter them into the system. |F manual entry iz desired, pleaze
chonze the Batch Enrall option.

Lazt name: ILawsnn

Firzt M ame: ||--3".'r'

Uzer Type:
Uszer PIM:
= MUnit
Service
Card [D:
ok LCancel

6. If you wish to change the User PIN at this time, enter a new User PIN.

7. Click on the Card ID input field to place the cursor there so that the PROX Reader is ready to
read the PROX Card ID for the user’s card.
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Mew Prox User Information |

(R
Iy '{ New User Information

MOTE: Thiz window allows the uzer bo scan Pros cards through the Pros
Reader and enter them into the system. |F manual entry iz desired, pleaze
chonze the Batch Enrall option.

Lazt name: ILawsnn

Firzt M ame: ||--3".'r'

Uzer Type: IManager j

User PIN: {51765500

Card IO |

ok LCancel

Caution: This input field should not be entered manually. It must be read from the PROX Card via
the PROX Reader attached to the PC.

8. Place a flat side of the PROX Card on or near the PROX Reader.

The Card ID field will show x’s and the PROX Reader will display a green light once the card has
been read successfully.

Caution: Be careful to present the PROX Card quickly so that it is read only once.
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Mew Prox User Information |

@
| '{ New User Information

MOTE: Thiz window allows the uzer bo scan Pros cards through the Pros
Reader and enter them into the system. |F manual entry iz desired, pleaze
chonze the Batch Enrall option.

Lazt name: ILawsnn

Firzt M ame: ||--3".'r'

Uzer Type: IManager j

User PIN: |51 7E5500

Ea[lj ID Ixxxxxxx

ok LCancel

9. Click on OK to add the user and return to the Maintain Users on System screen. The new user
will be listed on the screen.
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Maintain Users on System |

Users Menu

— Sustem Settings

MOTE: Theze are the current system settings. If a change iz desired, pleaze make change though the Spatem Setup menu.

FIM length iz zet to B digitz
Pros Card iz standard format [26 Bits)

o Addlser  :
Lazt Mame I Firzt Mame I Uszer Type I Card ID I FIM I
Lawson Larry Manager | 013-14218 R17ERA00
W alls Amanda Access M3-14215 257300
Wapne | Fobyn | Manager | 013-14211 26317600 Batch Enroll
Jones Fon Access ma-14217 ER3100
Hale [GEL kLNt Ma3-14224 265301
Barker Brad Service Mo Prox Card Aszociated | 196700
Badge Temporary | Access M2-14215 3EE102 Dielete
td attingly Steve LNt M3-14213 R5E303 —
Hewman Fandy Arccess mM3-14214 EZAB12

Help

54!

Note: If you need to edit any of the data after a User has been added to the system, you can
double-click on the user from the Maintain Users on System screen. See the PowerLever
PROX 9000 Series Reference Manual for more detail.

10. Continue to repeat Steps 2 through 9 until you have finished adding users. Once finished, click
on Done to return to the Main Menu.

Lost Card Info: [fa PROX Card is ever lost and then found or is at any time unable to be identified,
you can use the assistance of the Lost Card Info Report to determine the Card ID and also
the user to whom it is assigned if it is enrolled in the System. See the View/Print Reports
section of this manual.
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VII. Define Doors & Access

Before you can define the doors (locks) in the PC system, you must have already added the site(s),
defined any necessary access schedules/holidays/vacations, and added the users to the system.

Caution: Do not click on Cancel in this area of the software unless you wish to exit a screen
without saving the data.

1. From the Doors Menu, select Maintain Doors.

The Maintain Doors on System screen is displayed.

Maintain Doors on System |
el (K}
CIKALIRA Doors Menu

Site M uml:uer:ll][ﬂ

Accesz Schedules

Site Mame: IMain Complex

Lef Lo Lo

Door Mame: || Holidays"¢acations

Lock Senal Mumber: |

Croor Location: Izers

Prezz Chl-Enter to
start a new ling

Help
— Lock Setup Information
T amper Shutdown C I
"Wrarg g Time: Relock Tirme: =aeE
Try Lirnit: [FirLtes] [Seconds)
IE I'I I2 Delete Croor
— Copy Door
Select Door from which data will be copied £dd
Dioor of Origit j

Note: The first Site Number (numerically sorted) and its associated Site Name will be displayed.

2. From the dropdown list for Site Number or Site Name, select the appropriate site for this door
(lock). Once the Site Number or Name is selected, the corresponding information (Number or
Name) will also be displayed.

3. Enter a Door Name for the door/lock. Door name can be a maximum of 20 alphanumeric
characters.
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Note: If other doors are already defined in the system, you may select another Door Name in the
Door of Origin field under the Copy Door section of the screen, from which you want to copy
all other door variables.

4. Enter a 6 digit Lock Serial Number for the door/lock. The 6 digit number can be found on the
underside of the front lock housing. It will serve as a unique identifier for the door within the
system .

5. If you like, you may enter additional text in the Door Location field that will give some direction
as to the actual location of the door within the site.

6. Enter a valid Wrong Try Limit for the door/lock. The Wrong Try Limit defines the number of times
concurrently that an invalid PIN or Card may be entered/presented before the door/lock goes
into a lockout mode. It must be a minimum of 4 and cannot exceed a value of 9.

7. Enter the Tamper Shutdown Time (0-15 minutes) for a lockout mode after the Wrong Try Limit
has been exceeded. A value of 0 means that the lock will never shut down as a result of illegal
wrong try attempts.

8. Enter a valid Relock Time (2-10 seconds) for a door/lock to relock after it has been opened.

Maintain Doorsz on System |

TIKALRA poors Men

Site Numl:uer:lljlm j Access Schedules
Site Marne: IMain Comples j
Door Marne: |h-1ain Cffice Droor j Haolidays acations

Lock Serial Mumber: |IZIIZI?EIEE

Diaor Lacation: [ ot Fioar 13t Buiding Users

Prezz Chl-Enter ko
tart a new line

Help
— Lock Setup Infarmation
Tamper Shutdawn [ I
Wirang a Time: Relack Tirne: =aTeE
Ty Lirnik; [Minutes) [Secondsz]
|5 I2 |4 Delete Dioaor
— Copy Dioor
Select Dioor from which data will be copied add
Dioor of Oirigik j
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9. Click on the Access Schedules button to assign previously defined access schedules to this

door/lock.
Define Access Schedules
: Access Schedule Assignments
Lock Serial Murmber; 007056
Door Mame: Main Office Doar
— Door Access Schedules
Default Access Tepe for Managers
’7(7 PIM + Card " PIN Only " Card Only
Schedule Mame | Sun | i ety | Tues | W'ed | Thurz | Fri | Sat | Start | End | Card | FIM I Card + PIN |
Select Access Type
Card +
Select Schedule Name Sun Mon Tue Wed Thu Fri Sat Start End Card PIM PIN
| 2 I R e R N N [ FI’FClear|

Copy Access Schedule(z) Add oK | el | Help |
Fram Exizting Daor = = = =

10. The default access schedule and type for a Manager User is 24/7 access with PIN & Card. The
default applies when no access schedules have been assigned to the Manager User for a door.
You can change the Manager User default access type for a particular door if needed. To do this,
click on the appropriate button toward the top of the screen - PIN + Card, PIN Only, or Card Only.

11. Click on the Select Schedule dropdown list and select an access schedule from previously
defined access schedules. Once the schedule is selected, the variables of the schedule will also
be displayed.

12. Select the Access Type for this schedule and door/lock (i.e., Card, PIN, or Card and PIN.)

13. Click on Add to assign the access schedule and access type to the door/lock. It will appear in the
list once it is added.
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Define Access Schedules | x|

Access Schedule Assignments

Laock Serial Mumber: 007056
Door Mame: kain Office Door

—Door Access Schedules

" Default Access Type for Managers

@ PIN + Card € PIN Only = Card Orly
Schedule Mame | Sun | tan | Tues | Wed | Thurs | Fri | Sat | Start | End | Card | FIM | Card + FIN |
Weekdays v v v v v 00 Ak E:00 PR v
Weekday Evenings v v v v v E:00 P 12:00 AM v
Weekends v v 12:00 Ak | 12:00 A0 W

Select Access Type

Card +
Select Schedule Name Sun Mon Tue Wed Thu Fri Sat Start End Cad PN PIM
[weskends JF O C OO [zoa [eooed (T T M Cear

Delete | ok | Lancel | Help |

Copy Access Schedule(z)]
From Exizting Daor

Note: Access Schedules can also be copied from an existing door.

14. Continue to repeat Steps 10-13 until you have assigned all required access schedules. When
finished, click on OK to accept the data for the door/lock and return to the Maintain Doors on

System screen.

15. Click on the Holiday/Vacation(s) button to assign previously defined holiday/vacation periods
to this door/lock.
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Define Door Holidap/¥acation 5Settings E4

Holiday/Vacation Assignments

Lock Senal Mumber: 007056
[Door Mame:  Main Office Door

— Door HolidaysvWacations

Haliday" ¥ acation Namel Start Date | StartTime | End Date | End Time

HolidayYacation  Holiday™facation  HolidapMYacation  HolidapdYacation
Select Holiday / Y acation Mame Start Date Start Tirne End Date End Time

| =l | | |
.| Copy HalidayAY acation
Settingz From E xigting Door

16. Click on the Select Holiday/Vacations(s) dropdown list and select a Holiday/Vacation period.
Once the period is selected, the variables of the holiday/vacation period will also be displayed.

Delete | (] | LCancel | Help

17. Click on Add to assign the holiday/vacation period to the door/lock. It will appear in the list once
it is added.
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Define Door Holiday/Y acation Settings |

Holiday/Vacation Assignments

Lock Senal Mumber. 007056

Door Mame: Main Office Door

— Door Holidays A acations

Holiday ¥ acation

Holiday. v acation

Haoliday"/ acation Mame | Start D ate | StartTime | End Date | End Time |
Chriztras Yacation 124242004 | 12:00 AM | 0170372005 12:00 Ak
July 4th Shutdown 070342004 | 12:00 AW | 07A12/2004  12:00 Ak
Labor Day 09/06/2004 | 12:00 AM | 09/07/2004  12:00 Ak
kemarial D ay 05/29/2004 | 12:00 AM | 0B/01/2004  12:00 Ak
Mew Year's Day 01/01/2004 | 12:00 AM | 01/02/2004  12:00 Ak
Thanksaiving Break 11/25/2004 | 12:00 AM | 1142942004 12:00 Ak

Holidan v acation

Haolidap v acation

Select Holiday /Y acation Marme Start Date Start Tirne End Date End Time
| Thanksgiving Break = | teasczons o 1zooam f 11/292004 | 1200 4M
Copy Holiday M acation
.| Settingz From Existing Door Lelete | | Lancel | Hep

Note: Holiday(s)/Vacation(s) can also be copied from an existing door.

18. Continue to repeat Steps 15-17 until you have assigned all required holidays/vacations(s).
When finished, click on OK to accept the data for the door/lock and return to the Maintain Doors
on System screen.

19. Click on the Users button to assign previously defined users to this door/lock.
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Define Access User List E

&
m User Assignments

Site Mame: Main Complex
Door Mame: b ain Office Door
Door Serial Mumber: 007056

Defing the list of Access sers to azsign to thiz door by selecting the users and clicking the > button, or by double-clicking the users.

ot Azzigned to Door Azzigned to Door

LastNameI FirstNamel FIM | Uszer Type | LastNamel FirstNamel F'INl User Typel Access Schedule(s] |

E ) Fobyn 26317600 | Manager
Mewmarn Randy BZ2E12 Access

Lawson Larry 51765500 | Manager

Jones Fon E59100 Acocess 5
Badge Temporary | 356102 Accessz —
b attingly Steve RRE303 ALk

Barker Brad 196100 Service

Hale Mary 265301 ALk

wallz Amanda 257300 Acocess

—Access Schedule Operation

M ="weekdayz Azsign Schedule |

02 ="weekday Evenings
03 =Weekends

Assigh Senvice WindEy |

Delete Scheduls(s) |

e Service SWindaw |

Ok | Lancel | Help |

54

The users defined to the PC system that are available to assign to the door will be displayed on the left
hand side of the screen.

20. To add Users to the door/lock, move the appropriate users to the Assigned to Door list by
selecting the users and clicking on the > button, or by double clicking on the users.
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Define Access User List x|

4 (& .
_ User Assignments
Site Mame:  Main Complex
Door Name:  Main Office Door
Door Serial Mumber: 007056
Define the list of Access Ugers to assign to thiz door by selecting the users and clicking the > button, or by double-clicking the users.
ot Assighied to Door Aszsigned to Door
Lazt Mame | Firzt Mame | FIN | Uszer Type | Lazt Mame | Firzt Mame | FIM | Uszer Type | Access Schedule(s] |
‘Wayne Raobuyn 26317600 | Manager ‘whalls Amanda 257300 Access Mo Access
Mewman Fandy B22612 Access Hale bary 265301 bU it Mo Access
Jones Ron 659100 | Access Barker Erad 196100 Service Mo Access
Badge Temporary | 356102 Access Lawszon Lary B1765500 | Manager | 24 HrAccess
b attirgly Steve RE8303 bALImit
€
—Access Schedule Operation
01 ='Weekdays Azzign Schedule |
02 = Weekday Evenings
03 = Weekends
Lzsign Senvice Sindow |
Delete Schedule(s) |
WiEw S ETiee Winday |
ok | Lancel | Help |

Once users have been assigned to the door, you must assign a schedule or in the case of a Service User,
you must assign a service window.

Note: “No Access” is the default for all users except Manager Users (and the Master User) who
will have 24/7 access as a default. This means that Access Users, M-Unit Users and Service
Users will not be able to access the door/lock if no access schedules (or a Service Window
in the case of a Service User) are assigned .

21. If you wish to add an access schedule for a Manager User, Access User or M-Unit User, select
the user, select an access schedule from the dropdown list, and then click on Assign Schedule
to assign the schedule to this user for this door.
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o

303 ) ]
i User Assignments

Site Mame: Main Comples
Door Mame:  bain Office Door
Doar Serial Mumber: 007056

Define the list of Access Users to assign to this door by selecting the users and clicking the > button, or by double-clicking the users.

ot Azzigned to Door

Azzigned to Door

Last Mame | First Mame | FIN | Uszer Type | Last Mame | First Mame | FIN | User Type | Access Schedulefs) |
Wayne Fobyn 26317600 | Manager wiallz Amanda 257300 Access 01,02, 03

Mewman Fandy BZ2E12 Access Hale b ary 26530 Uit Mo Access

Jones Ron E59100 Access Barker Brad 136100 Service Mo Access

Badge Temporary | 356102 Access 5 | Lawson Larry B17EE500 | Manager | 24 Hr Access

b attingly Steve RRE303 b it —

—Access Schedule Operation

01 ='wWeekdays:

essian Semvice Windaw |

Delete Scheduls(s) |

e Service SRR aT |

Ok | Lancel | Help I

56

The

21.

22.

23.

A messa

assigned Access Schedules will be displayed to the right of the user information.

If the user is a Service User, select the user and than click on Assign Service Window to define
the period in which the Service User may access the door/lock. (1 hr.-45 days)

Once the appropriate users and schedules have been assigned, click the OK button to process
the user data for the door/lock and return to the Maintain Doors on System screen.

When you have finished defining the data for the door/lock, click on Add to save the data
and prepare it for upload to the lock.

ge window is displayed indicating that the setup of lock data was successful and the data will be

uploaded to the M-Unit the next time that you perform a Hotsync operation.
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L |

,'j"'f Palm File Generated

The doar data to uplaad ta the Palm handheld waz successfully
prepared. The data will be uploaded the nest time the Palm
handheld completes a hotsync operation.

24. Click on OK to return to the Main Menu.
25. If you would like to prepare information for multiple doors, continue to perform Steps 2-24 for

each door. When you have finished defining the data for all doors, you may continue to the next
section to upload the data to the locks.
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VIII. Program Lock Via Upload of Data from PC
Lock data has been prepared at the PC and is now ready to be uploaded to the lock(s).

1. Ensure that the M-Unit is connected to the PC in preparation for performing a HotSync opera-
tion to transfer all lock data from the PC to the M-Unit.

2. Perform HotSync operation at the M-Unit.

Note: [Ifit appears that the lock data did not get transferred successfully to the M-Unit, you should
check to make sure that the Palm HotSync Prox Conduit has been installed on the PC. To do
so, right click on the HotSync icon in the system tray at the PC. Select Custom from the
menu options to display the list of installed conduits and their actions. If “Prox Lock Data” is
not found in the list, go to the PowerLever PX Menu and select the menu option to Install
Palm HotSync Prox Conduit. Then repeat the process to upload data from the PC to the M-
Unit.

3. Disconnect the M-Unit from the PC and take the M-Unit to the lock. Connect the M-Unit to the lock
via the communications module; i.e., the RJ12 connector end of the communications module
cable must be connected to the underside of the front lock housing and the opposite end of the
cable must be connected to the M-Unit.

4. From the Palm Main Menu, tap on the icon for LockCom PX.
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The LockCom PX data transaction screen will appear indicating the lock(s) for which data has been
either uploaded to the M-Unit from the PC or downloaded from the lock to the M-Unit. An “Upload” entry
should be shown in the list for the appropriate Lock Serial Number.

7. Select the appropriate lock “upload” entry and tap on Connect to Lock.
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10.

11.

Power the lock.

The lock responds with simultaneous red and green flashes accompanied by a low volume
beep to indicate it is powered.

Enter the PIN and/or present PROX Card (depending on the current access schedule require-
ments) at the lock (Master, Manager, or M-Unit).

The lock responds with three beeps/flashes of the green LED to indicate a correct combination
was entered. If the combination is not valid, the lock responds with three beeps/flashes of the red
LED.

Enter the Palm to Lock Communications Command at the lock by pressing (Enter key)
followed by 900.

The lock responds with two flashes of the green LED display accompanied by two beeps.

From the M-Unit, tap on Upload to Lock.

The lock configuration data for this lock is automatically selected from the M-Unit memory and is
uploaded to the lock.
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Once the Upload has completed, a message will be displayed.
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12. Click on OK.
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13. Tap on Disconnect to end communication between the M-Unit and the lock.

The lock has now been set up for daily operation. You should be able to open the lock with a valid PIN
and/or card depending on how lock access requirements have been defined.

IX. Open Door

The lock has now been set up for daily operation. You should be able to open the lock with a valid PIN,
with only a PROX Card, or with a valid PIN and PROX Card, depending on how lock access requirements
have been defined.

Caution: When opening the lock, do not depress the outside lever until the lock responds with three
beeps/flashes of the green LED to indicate available entry.

Open Door with PIN & PROX Card

1. Power lock.

The lock responds with simultaneous red and green flashes accompanied by a low volume
beep to indicate it is powered.
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2. Enter PIN.
The lock responds with two flashes of the green LED display accompanied by two beeps,

3. Present PROX Card.

The lock responds with three beeps/flashes of the green LED to indicate available entry. If the
PROX Card is not valid or does not have access for the current accees schedule, the lock
responds with three beeps/flashes of the red LED.

4. Depress outside lever to open lock.

Open Door with PROX Card Only

1. Power lock.

The lock responds with simultaneous red and green flashes accompanied by a low volume
beep to indicate it is powered.

2. Present PROX Card.

The lock responds with three beeps/flashes of the green LED to indicate available entry. If the
PROX Card is not valid or does not have access for the current accees schedule, the lock
responds with three beeps/flashes of the red LED.

3. Depress outside lever to open lock.

Open Door with PIN Only

1. Power lock.

The lock responds with simultaneous red and green flashes accompanied by a low volume
beep to indicate it is powered.

2. Enter PIN.

The lock responds with three beeps/flashes of the green LED to indicate available entry. If the
PIN is not valid or does not have access for the current accees schedule, the lock responds with
three beeps/flashes of the red LED.

3. Depress outside lever to open lock.
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X. Download Data from Lock to View/Print

Once a lock is in Activated Mode, you can download the data (Audits and the User Table) from the lock to
the PC (via the M-Unit) for reporting purposes.

1.  Ensure that the M-Unit is connected to the lock via the communications module.

2.  From the Palm Main Menu, tap on the icon for LockCom PX.

The LockCom PX data transaction screen will appear indicating the lock(s) for which data has been
either uploaded to the M-Unit from the PC or downloaded from the lock to the M-Unit.
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3. Tapon Connect to Lock.
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7.

Power the lock.

Enter the PIN and/or present PROX Card (depending on the current access schedule require-
ments) at the lock (Master, Manager, or M-Unit).

Enter the Palm to Lock Communications Command at the lock by pressing (Enter key)
followed by 900.

From the M-Unit, tap on Download from Lock.

A prompt window will appear asking which type of download operation you would like to perform.
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7. Ifyouwantto download all data (User & Audit), tap on Full. For Audit Data only, tap on Audit Only.
For all data except Audit Data, tap on Admin.

Caution: Response to the prompt must occur before the lock window times out.
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Once the Download has completed, a message will be displayed indicating that the download is com-
plete. The lock data has been received at the M-Unit and is ready to be transferred to the PC.
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8. Tap on OK.
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9. Tap on Disconnect to end communication between the M-Unit and the lock.
10. Disconnect the M-Unit from the lock, take it to the PC and connect it to the PC.

11. Ensure that the M-Unit is connected to the PC in preparation for performing a HotSync operation
to transfer data from the M-Unit to the PC.

12. Perform HotSync operation at the M-Unit.

The lock data has now been transferred to the PC for reporting purposes. To ensure that the data was
transferred successfully to the PC, complete the following steps.

1.  From the Audit Menu, select Receive Door Data from the Lock.

Note: This menu option is only available if data has successfully been downloaded from the lock
to the PC. If this menu option is not available, your data did not transfer successfully. Try to
perform the HotSync operation again.

An informational message window is displayed informing the Operator that new door data has been
received from the lock and can be viewed via the Reports area of the software.
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PowerlLever PX Door System |

Croor D ownload(z] waiting to be viewed. Go to Reports o view download(z)]
Audit waiting ta be viewed

2. Click on OK.

You can proceed to the Reports Menu to view the downloaded data.

Note: Once the new downloaded files have been accessed from the List Audits & User
Tables from Downloaded Doors report option, the option for Receive Door Data from
the Lock will become inactive until new downloaded door data is once again received
via the M-Unit.
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Xl. View/Print Reports

The Reports option can be used to view and report on the data that you have defined in the PowerLever
PX System. It can also report on the data that you have uploaded to locks defined in the system. Then
once data has been transferred (HotSync’d) from the lock to the PC, you can view and report on data from
the lock.

To access Reports:
1.  From the Reports Menu, select Reports.

The List of available PowerLever PX system reports screen is displayed.

Lizt of available FowerLever P system reports |

Reports Menu

Fleaze select which tppe of repoart iz desired.

Ha Jull epork
Haolidaps " acations Report
Lizt Archived PC Activity Log Repaort

Lizt Auditz & Uzer T ables from Downloaded Doors
Lizt Door Uploads

Lizt Dioors Report

Lizt Doors by Uzer Report

Lizt PC Activity Log Report

Lizt gerz Report

Lost Card Info Report

Operatorz: Repart

Sitez Report

Select Dione

2. Select the report you would like to view and click on Select.
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Access Schedules Report

The Access Schedules Report will display all Access Schedules that have been defined in the PowerLever
PX System.

Current access schedulez ztored in FowerLever PX syztem |
e (K
T m Access Schedules Report
Schedule Mame | Sunl Mn:lnl Tuesl Wedl Thursl Fri | Sat | Start | End |
Weekday Evenings W v W v v B:00PK 1200 Ak
Weskdays W v W v v F:00 a4k B:00PM
Weekends v v 1200AM | 12:00 Ak

Frirt Save
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Holidays/Vacations Report

The Holidays/Vacations Report will display all Holiday/Vacation periods that have been defined in the
PowerlLever PX System.

Current holidays/vacations stored in Powerl ever P spstem

Holidays/VVacations Report

Halidap v/ acation M ame | Start Date | StartTime | End Date | End Time |
Chrigtmas ' acation 12/24/2004  12.0048 | 01/02/2005 | 1200 Ak
Good Friday 04/09/2004  12:00A8 | 04/10/2004 | 12:00 Ak
July dth Shutdown 07/03/2004  12:00AM  07A12/2004 | 12:00 AM
Labar Day 09/06/2004 | 12:00A8 | 09/07/2004 | 12:00 Ak
temarial D ay 05/29/2004  12:00AM | 06/01/2004 | 12:00 AM
Mew vear's Day 01/01/2004 | 12:0046 | 01/02/2004 | 12:00 Ak

Thankzgiving Break. 11/26/2004 | 12:00 AM | 11/29/2004 | 12:00 AM

Frrint Save
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List Archived PC Activity Log Report

If you have previously archived the PC Activity data to an archive file, you may view the file data via this
report option. You will be prompted to select the archived file.

Note: The default location shown is the Default Path for Reports as defined in System Setup. This
path is shown as the deafult since it is also the default path for archiving activity files. The
archived file names usually include the date on which they were archived.

Lizt Archive File 2| x|

Lok i |E Reparts j @I ﬁl

E3 ARCO70604 AR C
LI ARCO71404.4RC
(I ARCO72104.4RC

File: namne: Im Open

Files of type: | Archive Files [*ARC) - Cancel

[T Open as read-only
=

Either double click on the file name or select the file name and click on Open. The archived activity data
will be displayed.
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List Archived PC Activity Log RBeport

f"-:: Archived PC Activity Log Report

]|

MOTE: The Site / [Lock Senal Mumber or Lock Mame] colurmn of this repart will display either Site number,
Lock Serial Mumber. or the Lock M ame depending on the tranzaction.
—archived PC Activity Log
Site / [Lock Senal
[rate Time Ewvent I ame Murmber or Lock Mame)
044262004 4:26 P Logged off system k.abalper 1=
044262004 355 AM Logged on to system k.abalper
042672004 352 Ak Logged off system k.abalperl
04/26/2004  3:03 Ak Lock repart listed
042642004 3:03 Ak Door deleted kain Office Door am
04/26/2004  9:00 Ak Falrn file generated 007058
04/26/2004 353 AM Prox card uzer deleted R andy Mewman
044262004 3:50 AM Prow card uger changed Ale Green
04/26/2004  3:47 AM Prow card uger added 14229
042642004 3:47 Ak Frow card user added 14228
042642004 3:47 Ak Frow card user added 14227
04/26/2004  3:47 AM Frow card user added 14226
04/26/2004  3:47 AM Frow card user added 14225
04/26/2004  8:54 AM Holiday template added Good Friday (.
044262004 351 AM Schedule template deleted  Maintenance Shift
04262004 3:29 AM Schedule template added  Maintenance Shift
04/26/2004 318 Ak Site added to database Adminiztrative Bldgs 002 =
Total Records Listed: 20
Erint Save Help
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List Audits & User Tables from Downloaded Doors

This option will allow you to view data that has been downloaded from a door/lock to the PC via the M-
Unit.

Upload and Download files defining doors |
TS ® -
Select the door to view or delete and click the appropriate buttan.
Double-click a door to view the doaor data.
Lock Serial Mumber | File Diegcription | File Type | [rate | Time |
993337 Audit Dowrload 0752004 12:48 P
933337 Audit Download 07152004 344 Phd
993337 Audit Dowrload 0752004 B:03 P
20ER7 Audit Download 07/15/2004 1:18 P
993337 Audit Dowrload 0752004 305 P
123456 Audit Download 0E/25/2004 243 PM
993337 Audit Dowrload 071972004 B:24 P
Yiewn plaad WiEwnLits zen Thakle Done Help
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List Door Uploads

This option will allow you to view any data that has been prepared using the PowerLever PX software for
upload to the door/lock via the M-Unit.

Upload and Download files defining doors |
g ®
T Palm Uploads/Downloads
Select the door to wiew or delete and click the appropriate buttan.
['ouble-click a door to view the door data.
Lock Serial Mumber | File Description | File Type | [rate | Time |
007056 Add or Update Doar pload 0B/28/2004 B:33 PM
Hiewnld plaad Wiewidiis =zen ekl Done Help
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List Doors Report

The List Doors Report will display all Doors that have been defined in the PowerLever PX System.

Doorz defined on Powerl ever PX system |

Doors Report

Wigw

Save
Pririt Al
Dore

Help

Select the door from the list and click Wiew or
double-click the lock to wiew the door zettings.
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List Doors By Users Report

This report option allows you to select a user and view all doors to which the user has been assigned.

Uszer Accessz Door List E3

.f Door by User Report

MOTEZ? To view which door(z) a specific user has access to, select the user. To view which access schedule(s)
a specific user iz azsigned to, zelect a door from the door list that appearz after the uzer is selected.

— Usger Name — Doors in which uzer has access
Last Mame | Firzt Hame Door Mame
W ane Robyn
Mewman Fandy
Lawszon Larmy
Walls Amanda
Jones Ran
Hale [LEN
B arker Brad
Badge Tempaorarny
b attingly Stewe

—Access Schedules uzer iz restricted to

Print Save

When a user is selected from the list, the doors to which the user has been assigned will be shown on the
right side of the screen. To then view the access schedules that are assigned to that user for a door/lock,
select a door and the access schedules will be shown in the Access Schedule window at the bottom of
the screen.
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User Access Door List E3

.f"i: Door by User Report

MWOTE: Ta wiew which door(z) a specific user haz access to, select the uzer. To view which access schedule(s)
a specific uzer iz azzigned to, zelect a door fiom the door list that appears atter the uzer iz zelected.

— Lzer Name — Dioors i which uzer has access
Lazt Mame | First Mame [voor Mame
Wayne Fobyn bd gin Qffice Door
Mewman Randy
Lawszaon Larmy
W all Amanda
Jones Ran
Hale b ary
B arker Brad
Badge Temporary
M attingly Steve

—Accesz Schedules uzer iz restncted o

“Weekday Evenings Start 08:00 PM End: 12:004M Days: Mon, Tue, Wed, Thu, Fri Prox Card and PIM Required
“Weekdays Start 0700 &AM End: 06:00 PM Days: Mon, Tue, Wed, Thu, Fri Prow Card Oy
Weekends Start; 12:00 40 End: 12:00 4k Days: Sun, Sat Prox Card and PIM Required

LDone I Errint Save
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List PC Activity Log Repo

rt

This report option allows you to view the current data in the PC Activity Log for the PowerLever PX

Program.

Lizt PC Activity Log Report

NOTE:

,?"f PC Activity Log Report

The Site / [Lock Serial Hurber ar Lack M ame] colurn af thiz report will dizplay either Site number,
Lock Serial Mumber, or the Lock Mame depending on the tranzaction.

— PC Activity Log

Site / [Lock Serial

Drate Time Event M arne MHumber or Lock Mame)
0B/28/2004 B 45 Phd Activity repart listed -
0B/28/2004 642 Phd Palm lock data lizted
0B/28/2004 641 Ph Lock repart listed
OB/28/2004 638 Ph Palrn lock data lizted
06/28/2004 B33 P Palm file generated 107056
06/28/2004 B33 PM Idzer added to door Amanda W alls b i Office Door
06/28/2004 B33 Ph Idzer added to door b ary Hale b i Office Door
0B/28/2004 B33 Phd lzer added o door Brad Barker bdain Office Dioor
0B/28/2004 B33 Ph lzer added to door Larry Lawson b air Office Dioor
0B/28/2004 629 Ph Dioor deleted b ain Office Door o
0B/28/2004 629 Ph Palrn file generated 007056
06/28/2004 B:29 P Door added K.abalper
0E/28/2004 E12 PM Dioor deleted tain Office Door am
06/28/2004 &:09 Phd Palm file generated 107056
0B/28/2004 B:03 Phd lzer added o door Larry Lawson bdain Office Dioor
0B/28/2004 B:03 Phd lzer added to door Brad Barker b air Office Dioor
0B/28/2004 B:03 Ph lzer added ta door b ary Hale bain Office Door =]
Tatal Records Listed: 75

Prirt Save Help
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List Users Report

The List Users Report will display all Userss that have been defined in the PowerLever PX System.

Users defined n Powerlover P system
A Users Report

— Lzer List

Lazt Hame | First Mame | Ilzer Type | Card ID | PIM

W aune Fobyn Manager | 013-14211 26317600
MHewman R andy Arncess ma-14214 B22612
Lawszan Larry Manager | 013-14218 51 7E5500
W allz Amanda Arncess ma-14219 SR7.a00
Jones Fon Access ma-14217 E53100
Hale b ary b LIt Mma-14224 2ER3M

B arker Brad Service Mo Prox Card Azsociated | 136100

B adoe Tempaorary | Access Mma-14214 JRE102

k attingly Steve kALt ma-14213 RRE303

Errint Frint Cards Save Help
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List Card Info Report

This report option allows you to scan a PROX Card to display the card’s assigned information. This can be
used in the case of a “lost & found” card that needs to be identified. It can also be used to obtain the Facility

ID for a group of cards that you wish to batch enroll.

Read Prox Card E4d |

.j"'i: Read Lost Card

Fleaze scan Prox card and once
card iz scanned, select OF.

Ok

Cancel

Present the PROX Card to the Reader and a screen will be displayed with all of the information about the

card.

Prox Card User Data |
G
Card Info Report

Card info of szanned Prox card.

Last Name:

Firzt Hame: IHaﬂd_'r'

I zerType: IJ‘i‘%CCESS

Card D |m3-14214

FIN: |522512

Ok
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Operators Report

The Operators Report will display all Operators who have been defined in the PowerLever PX System.

Current operators stored in Powerl ever PX spstem
U {E ) (R

1 4

LA L]

k.abalper
k.abalper?
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Sites Report
The Sites Report will display all Sites that have been defined in the PowerLever PX System.

Current zites stored in PowerLever P spstem
LY E 4T R

1 4

LA A

Adminiztrative Bldgs
Annes Area
M ain Comples
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Notes
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