LA GARD

AUDITGARD

66E (LGA) Electronic Combination Lock

SETUP INSTRUCTIONS

AuditGard locks are shipped from LA GARD in Factory Default
state without Users or features enabled.

Factory Default: The Lock must be in the Factory Default state to

be programmed by the PC software.

Factory mode functions as follows:

* 1 key —When pressed, will open the Lock.

* 0 key —When pressed, prompts the AuditGard Setup software
to send the configuration settings to the Lock.

* All other keys perform no function.

Setup: AuditGard locks must be programmed using the AuditGard
Setup Software.

Once programmed the Master and Manager Combinations are
enabled, and MUST be changed to activate the Lock.

Active: The Master must be changed before any Master
commands are available. The Manager combination must be
changed before any Manager commands are available.

PROGRAMMABLE LOCK FEATURES

MODES (Multiple Modes may be selected.)

e Silent Alarm (Alarm Box Required)
If enabled, this option will send a signal to an outside alarm
system through the LA GARD Alarm Box.

e Dual Mode
If enabled, two combinations will be required to operate
the Lock.
The Manager and one additional User must be active.

e Time Delay Override
If enabled, User 9 can override delay period.
User 9 must be active.

EXTERNAL SIGNALS (Alarm Box Required. Only one External
Signal type may be selected.)

An external input signal to the Alarm Box will either Disable
Opening Only or Disable All Access depending on the selection
programmed for External Signals.

» External Signal disables Lock opening with valid combination.
* OR External Signal disables Lock opening with valid
combination and all Lock commands.

TIME DELAY
¢ Delay Period 1 - 99 minutes
e Open Period 1 - 19 minutes

COMBINATION LENGTH
A combination length from six (6) to nine (9) digits may
be selected.

NOTE: To maintain the VdS Class 2 and EN 1300 Class B
certification when the duress alarm feature is used, a combination
length of 7 digits or longer must be selected.

LOCK USERS

Master

e Cannot open Lock

* Change Combination (Master combination is always
eight digits)

Audit Lock

Initiate Lock Reset

If selected, Enable/Disable Manager
If selected, Delete Manager
Manager (ID# 1)

Open Lock

Change Combination
Enable/Disable Users

Delete Users

Set Time Delay Values

Audit Lock

Users (ID# 2-9)
e Open Lock
e Change Combination

STANDARD LOCK FEATURES

NOTE: If the Time Delay On is not selected, then this feature is
inactive. This feature may be enabled later. (Refer to Manager
Instructions 759.128.)

Wrong Try Penalty
* Entry of four (4) consecutive invalid combinations initiates a five
(5) minute delay penalty.
Lock responses during the penalty period are as follows:
- The LED will flash every ten (10) seconds.
- If any key is pressed, the Lock will flash the LED and beep
three times.
¢ Once the penalty period has ended, two (2) consecutive invalid
combinations will initiate another five (5) minute penalty period.

Low Battery Warning

* Repeated audio/visual signals (LED flashes/beeps) during Lock
opening indicate the battery is low and should be
replaced immediately.

* If the battery level becomes too low to safely operate the Lock,
pressing any key will initiate the low battery warning.
The battery must be replaced before the Lock will operate.

Audit Records

* Lock records the last 512 events in non-volatile memory.

e Audit file cannot be deleted from the Lock.

e Either the Master or the Manager can audit the Lock.

* AuditGard auditing software and an Interface Adapter are
required to retrieve a Lock audit.
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LOCK OPERATING CONVENTIONS

Without eKEY

* |If a mistake is made while entering keystrokes, wait thirty (30) seconds and repeat operation.

* To access lock commands, enter combination and hold down the last digit until Lock double signals and the LED stays on.
* In Dual Mode, two combinations are required to operate the Lock.

NOTE: /n Dual Mode, a valid User combination must be entered first, followed by the Manager combination, to access the following
Manager Commands: 1, 2, 3, 7 and 9.

Lock must be opened within 4 seconds once a valid combination has been entered.

To open a container with a Swing Bolt Lock, turn the container handle to the open position and open the door.

To open a container with a Dead or Spring Bolt Lock, turn the keypad or dial to retract the bolt and open the door.
When closing a container, verify that it has been secured.

With eKEY(Dual Token)

NOTE: Locks must be factory programmed with this feature enabled. The eKEY is a 48-bit encrypted unique serial number dual
token device.

* To open the Lock, enter combination, insert and quickly remove the eKEY. The Lock will open after the eKEY is removed.
* To access Lock commands, enter combination and insert the ekEY until Lock double signals and the LED stays on.

LOCK RESPONSES

Standard Operations

Entry Devices with LEDs (3125, 3190 and 3750-K) respond with both LED flashes and beeps.
e Single signal - one (1) LED flash and one (1) beep indicate the operation is complete.

* Double signal - two (2) LED flashes and two (2) beeps indicate entry is valid or accepted.

* Triple signal - three (3) LED flashes and three (3) beeps indicate invalid or not accepted.

NOTE: The 8130 Entry Device (no LED) responds with beeps only.

Additional Operations

* Delay Period - The LED will flash once every second.

e Open Period - The LED will flash twice a second, and the Entry Device will beep every 10 seconds.

e Penalty Period - The LED will flash every ten (10) seconds.

* Low Battery Warning - During a Lock opening, the LED will flash and Entry Device will beep repeatedly.
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PROGRAM THE LOCK USING SETUP SOFTWARE

The AuditGard Setup software allows the Manager to install Users, select the modes of operation, and configure other parameters. The
settings are then uploaded to the Lock using either a Serial (P/N 42150) or USB (P/N 707010) Interface adapter and the programming
cable. There are two types of programming cables used with the AuditGard (P/N 42145 or P/N 43087) depending upon which Entry
Device is used.

CONFIGURE LOCK SETTINGS

Start the Setup Program:

Select the AG Setup icon from the desktop (Figure 1) or complete the following steps:
1. Select the Start icon from the Windows task bar.

2. Select the Programs or All Programs menu item.

3. Select the LA GARD menu item.

4. Select the LA GARD AG menu item.

5. Select the AuditGard Setup icon.

Start -> Programs -> LA GARD -> LA GARD AG -> AuditGard Setup

: ]
AuditGard O R

Setup

f@ LA GarD

Eﬁ Documentation
L D3T Setup
SrnartPoint - SmartLinc I Setup
Totalaudit

% User Setup

[T LA GARD TGP 4
| f&@ LA GaRD AG .

@ AuditGard Aodit¥iew

* auditGard Setup

Figure 1.
The Setup Main Menu screen will be displayed (Figure 2).
% AuditGard Setup Software E@@
File  Configuration  Help
Mode External Signals Time Delay
Silent Alam [ Disable &l Access Time Delay [ | On
[ Dual Mods Disable Opening Only Delay Period (1-99 min )
[[] Time Delsy Dverride Open Period (1-19 min.]
Users
Combination Length: [ User 2 Lock Setup
E = [ User 83 Options
Master Combination: Ou
ser #5
BEEEAGEG
0
[] Enable Master to Install / [ User 7
Reinstate / Disable / Delete M
einstate / Disable / Delete Manager 7 User 8
Manager Combination:  [Jusese
WARNING! Users not i lled or Fi not sel d before sending to lock cannot be added later!!
Figure 2.
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Select the COM Port

When the Setup program is started, it identifies the COM Ports that are currently available on your PC. You must select the COM Port to
be used when communicating with the lock each time you start the program.
1. Access the Device Manager to determine which COM Port to select for the Setup Software by completing the following steps:

a. Right click on My Computer.
b. Select Manage.

The Computer Management window is displayed.
c. Under System Tools, select the Device Manager.

d. From the Device Manager list, select Ports (COM & LPT).
The list of communication and printer ports currently identified in the PC system will be displayed.

e. Plug the USB or Serial Interface Adapter into an available USB port on the PC.
If using a USB Adapter, the list of ports will be updated to reflect the new device. The LA GARD USB Interface Adapter can
be identified in the list as USB Serial Adapter. The virtual COM Port assigned to the USB port where the Adapter is currently
installed will follow the device description (Figure 3).

O Computer Management

CEX

Q File Action Wiew Window Help

¢ AEFESE 2B A =RE

Q Computer Managemeant (Local)
= ﬁﬁ System Toals
Event Yiewer
Shared Faolders
% Local Users and Groups

E_ Device Manager
= & Skorage
Removable Storage
Disk Defragmantear
Disk Management
@ Setvices and Applications

&4 Perfarmance Logs and Alert:

HE TP-LINE 11bfg Wireless Adapker
+- [{ PCMCIA adapters
= Ports (COM & LPT)
3¢ Blustooth Serial Port (COMLO)
- Blustooth Serial Port (COMLL)
- Blustooth Serial Port (COM12)
- Blustooth Serial Port (COM13)
- Blustooth Serial Port (COM14)
- Blustooth Serial Port (COM4)
- Blustooth Serial Port (COMS)
- Blustooth Serial Port (COMS)
- Blustooth Serial Port (COM?)
- Blustooth Serial Port (COMB)
5 Blustooth Serial Port (COM3)
('_l.yi Cammunications Park {COM1)
¥ Compact Flash OX16CF350 (COM23)
o™ S P Primber POt APTIY = = = = = =
' LISE Serial Port
+ h_Pr_ocgsgor_s _____________
+ @ Smatt card readers
+-@, Sound, video and game contrallers

Figure 3.

If using a Serial Adapter, identify the standard Serial COM Port to be used. Standard Serial COM Ports are identified in the

list with a description of Communications Port.

2. From the Setup software, select the Configuration menu on the Menu bar.

The list of available COM Ports will be displayed.
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3. Select the appropriate COM port from the list (Figure 4). For a USB Adapter select the virtual COM Port assigned by the system. For
a Serial Adapter select the standard Serial COM Port to be used.

Select Mode(s):

* huditGard Setup Software

EEX

File | Configuration | Help
com3 R ;
N | o External Signals Time Delay
COMS [ Disable Al Access Time Delay [ ] On
COME
- Disable, (pening Oy Delay Period (1-88min) | |
CoMs l:l
T Select COM Port Dpen Period [1-19 min.)
comiL Users
oMLz
; Lock Setu
C s Lengt [ User 2 P
comi4 [ User #3 Optlons
[_com bipation:
[ User #5
0 e
[] Enable Master to Install / ] User #t7
Reinstate / Disable / Delete Manager
0 s
Manager Combination:  [Juss9
WARNING! Users not i lled or Fi not sel: d before sending to lock cannot be added later!l

Figure 4.

Select by placing a check mark in the desired operational Mode, External Signals, and Time Delay. Multiple modes can be selected.

Silent Alarm: If selected, a LA GARD alarm box will be required to use this feature.

Dual Mode: If selected, two combinations are required to operate the lock. At least one additional User with combination must be

installed. The software will automatically install User 2 if no other User(s) are selected for installation (Figure 5).

* puditGard Setup Software

File  Configuration Help

Mode External Signals Time Delay

Silent Alarm [ Disable &l fccess

EEX

Time Delav [ 1 On
If selected, User 2 is

(& DualMode ) Finbe-DpsminarSiny

[ Time Delay Qveride

Combination Length:

Master Combination:

jatstetataiatata)

[] Enable Master to Install

Reinstate { Disable / Delete Manager

Manager Combination:

123456

WARNING! Users not installed or features not selected before sending to lock cannot be added later!!

Users
Lock Setup
[ User i3 Options
[ User #4
[ User #5
[ User#5
[ User 87
.
[ User#9

automatically installed. -]

eriod (1-13 min.]

Figure 5
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Time Delay Override: If selected, User 9 must be installed to use this option.
If selected, the software will automatically install User 9 (Figure 6).

* ruditGard Setup Software E'E'E'
File  Configuration  Help

Mode External Signals Time Delay
Silent Alarm [] Disable All Access Time Delay [] On
[ Dual Mode Dizable Opening Onl

If selected, User 9is

| Time Delay Override : automatically installed. |

Users
Combination Length: [ User 82 Lock Setup
[ User #3 Options
[ User #4 Save
Master Combination: O] User 5
[ User #6 Load
[] Enable Master to Install / [ User 7

Reinstate / Disable / Delete Manager ] User #3

Manager Combination:
o

WARMING! Users not installed or features not selected before sending to lock cannot be added later!!

Tranzmit

Figure 6

(P/N) 742.049 Rev A EN 06/10 * © copyright 2010 Kaba Mas LLC
page 6 of 13



Select Combination Length:

To change the Combination Length, click on the up and down arrows. A combination length of 6 to 9 digits can be selected.
Example: 7 digits (Figure 7)

Select External Signals:

By placing a check mark in the desired option, select either Disable Opening Only or Disable All Access. Double-clicking on an option
will also toggle the check mark to the other option. (Figure 8).

Select Time Delay:
The Delay and Open Periods may be set up in this window. Enable feature by placing a check mark in the Time Delay On box. Then
enter the desired time period in the text box or use the up and down arrows to select the time periods.
Example: 15 min Delay Period and 5 min Open Period (Figure 9).
* A Delay period between 1 - 99 minutes may be selected.
* An Open period between 1 - 19 minutes may be selected.

NOTE: If Time Delay On is not selected, this feature is inactive. This feature may be enabled later by the Manager. (Refer to
AuditGard Manager Instructions 759.128.)

Combination Length:

Combination Length: — Time Delay
7 B
Master Combination: Time Delay On
Master Combination: [] Enable Master to Install

Dielay Period (1 - 33 min] 15 2
Reinstate { Disable / Delete Manager
55555555

Manager Combination: i : E |-
[] Enable Master to Install f o Sy -~

Reinstate / Disable } Delete Manager

Manager Combination: Flgure 8 rgure 9

Figure 7
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Install Users:
To install a User, place a check mark in the Installed box next to the User ID you wish to install, or you can click the Select All button
(Figure 10). If a User box is unchecked, the User is unavailable and cannot be enabled by the Manager later.

Users
Usger #2
|lzer 3
Uszer 4
Ilzer #5
|lzer HE
Usger #7
Izer #3
|lzer #9

Select Al

Figure 10

Master Combination:

The Master default combination is 5-5-5-5-5-5-5-5, and the combination is always eight digits.

The Master can audit the Lock, initiate Lock Reset, and if selected Enable/Disable/Disable the Manager (Figure 11). The Master
CANNOT open the Lock. Refer to Master Instructions 788.0310.

NOTE: If the default combination is change using the software, the Master combination must still be changed at the keypad before any
Master commands are available.

Master Combination:

S5555555

Enable Master to Install §

Reinstate { Disable } Delete Manager
= = |
Figure 11

Manager Combination:
The Manager default combination is 1-2-3-4-5-6 (Figure 12).
The Manager can open the Lock, audit the Lock, Enable/Disable/Disable the Users, change time settings, and confirm Lock Reset.

NOTE: If the default combination is change using the software, the Manager combination must still be changed at the keypad before
any Manager commands are available.

Manager Combination:

123456

Figure 12
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SEND SETTINGS TO THE LOCK
A LA GARD Interface adapter and programming cable is required to program the lock.
1. Connect Entry Device to the lock by plugging the cable into the lock port marked ENT.

2. Connect power to the lock through the Entry Device (9-volt battery) or by connecting a LA GARD battery box or AC Power Adapter
to the lock port marked BAT.

3. Plug the Interface Adapter with the appropriate programming cable into PC.
4. Plug the programming cable into the audit/programming port of the Entry Device (Figure 13).

_____________________________________________

Plug the programming cable
into the Entry Device

Figure 13

5. Click on the Transmit button in the software (Figure 14).

6. Press the 0 key on the keypad to begin transmitting the configurations to the lock. (Figures 15, 16, & 17).
 |f the COM port has been incorrectly set, return to the setup window (Figure 3), and select the correct COM port.
¢ If you do not know which COM port to use, check the computer’s Device Manager.

7. Disconnect the programming cable from the Entry Device.

8. Repeat steps 3 - 7 for each lock to be programmed with this configuration.

NOTE: If you receive a transmission error, check connections and COM port setting. Then resend the configuration settings to
the lock.

NOTE: To change the settings after programming, the Lock must be reset. Refer to the Reset Lock section of this document.

Lock Setup
Options
Press '0' on Keypad Communications
to have Lock has been programmed!
: -; START transmission begun.
- o o o= d Figure 15 Figure 16 Figure 17
Figure 14
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SAVE SETUP CONFIGURATION
Once the setup configuration has been completed, you may name and save the setup file (*.xml) for future use.
1. Click the Save button or on the Files tab at the top of the program and select Save (Figure 18).

* AuditGard Setup Software E]le

File | Configuration  Help
| Load | . B
( - ) External Signals Time Delay
Quit [ Disable Al Access Time Delay On
[ Ciual Mode Digable Opering Orly Delay Period (199 mir,) |1 %
[ Time Delap Override Save Cofiguration file |openPeriod (1-13 min)
Users
Combination Length: User #2 Lack Setup
[] User#i3 0 -Ons
Master Combination:
[] User#5
Ouss
[] Enable Master to Install / [ User #7
Reinstate f Disable § Delete Manager
Manager Combination: User #3
WARNING! Users not installed or feat not selected before ding to lock cannot be added later!!
Figure 18
2. Name the file and click the Save button (Figure 19).
Save As @
Savein: |@Auditﬁard v| D ¥ B -
Y = Big_bank. Settings
My Recent
Documents
=
[
Desktop
My Documents
My Computer
'E File: mame: I:il efault b | [ Save ]
My M etwaork Save az tppe: | Configuration files [* sml) A | [ Cancel ]
Figure 19
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Open Saved configuration File:

Once a configuration file has been saved, it may be used to program a Lock by using the Load function of the AuditGard

Setup software.

1. Click the Load button or select Load from the File menu on the Menu bar (Figure 20).

Help
Load - q
— External Signals Time Delay
Quit [ Disable &1l Access Time Delay On
[] Dual Mode izable Opening Oinly Delay Period (1-99 min.] |1 %
Open Saved
[ Time Delay Overide . o - Open Period [1-19 min. 1 8
Configuration File |"eFered(19mn) ]
Users
Combination Length: User #2 ock Setup
[] User#i3 ptions
[ User #4 Save
Master Combination: e
s
[] Enable Master to Install / [ User #7
Reinstate f Disable § Delete Manager
Manager Combination: User #3
WARNING! Users not installed or feat not selected before ding to lock cannot be added later!!
Figure 20

2. Select the desired audit file to view and click the Open button (Figure 21).

Open

&

Iy Recent
Documents

i

Desktop

3

3

My Documents

Iy Computer

My Metwark

?IX
Look in: | 9 AudiiGard ¥ @2 E
| Big_bank Settings
| Default
File name: [ v [ open |
Files of type: | Configuration files [*4rl] | [ cancel |

Figure 21
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Exit the program:
Click the Quit button, select Quit from the Files menu on the Menu bar, or click on the red [X] in the upper right hand corner
(Figure 22).

* AuditGard Setup Software

File | Configuration  Help

| Load |

External Signals Time Del

‘ it k [] Disable All Access Time ay On

Save

[] Dual Mode Dizable Opening Only Delay Perod (1-99 min] |1 &
_ _ Close the
[ Time Delay Dveride program OpenPeriod (1-19min] |1 &
Users
Combination Length: User #2 Lock Setup
B ¢ ] User #3 Options
Master Combination:
[ User #5
0 s
[] Enable Master to Install / [ User #t7
Reinstate f Disable / Delete Manager
9 [] User 8
Manager Combination: User #9
WARMING! Users not installed or feat not selected before ding to lock cannot be added later!!
Figure 22

ACTIVATE THE LOCK

CAUTION: Always perform this operation with the door open, and test the opening of the Lock with the new combination several times
before closing the door.

Once programmed, the Manager combination (default 1-2-3-4-5-6) will open the lock.

OPEN LOCK

1. Enter the Manager combination (default 1-2-3-4-5-6).

2. Open the Lock within four (4) seconds.

To complete the activation and add User(s) combinations the Manager combination MUST be changed.

CHANGE MANAGER COMBINATION

1. Enter the Manager combination (default 1-2-3-4-5-6) and hold down the last digit until Lock double signals and the LED
stays on.

2.PRESS 0.

3. Enter the NEW combination.

4. Re-enter the NEW combination to confirm
The Lock is now active.

5. Test unit operation several times before closing the door
To enable User(s) and change Time delay sittings refer to AuditGard Manager Instructions 759.128.

NOTE: When selecting a combination, do not use a birthday or other predictable information that could give correlation between the
user and the combination.
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RESET THE LOCK

The Lock must be Reset in order to change configuration settings once it has been programmed with the Setup Software.

HARDWARE RESET
(Reset Box [P/N 6066] required.)

1. Remove battery.
2. Hold down the 0 key for at least 10 seconds to discharge all internal capacitors.
3. Connect Reset Box to BAT port on Lock.
4.PRESS 1.
If the lock opens, the factory reset is complete. If the lock does not open, disconnect the Reset Box and repeat steps 2 and 3.
5. Disconnect Reset Box.
The Lock is now in Factory default, and can be reprogrammed using AuditGard Setup Software.

SOFTWARE RESET
NOTE: The Master and Manager combinations must be changed before the Software Reset is available.

1.PRESS 0 and hold until the Lock double signals.
2. Enter Master combination and hold down last digit of combination until Lock double signals and the LED stays on.
3.PRESS 8.
4. Enter Manager combination, to confirm Reset.
The lock will long beep (2 seconds).
The Lock is now in Factory default, and can be reprogrammed using AuditGard Setup Software.
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